The introduction of the social networking platform has drastically affected the way individuals interact. Even though most of the effects have been positive, there exist some serious threats associated with the interactions on a social networking website. A considerable proportion of the crimes that occur are initiated through a social networking platform [5] . Almost 33% of the crimes on the internet are initiated through a social networking website [5] . Moreover activities like spam messages create unnecessary traffic and might affect the user base of a social networking platform. As a result preventing interactions with malicious intent and spam activities becomes crucial. This work attempts to detect the same in a social networking platform by considering a social network as a weighted graph wherein each node, which represents an individual in the social network, stores activities of other nodes with respect to itself in an optimized format which is referred to as localized data-set. The weights associated with the edges in the graph represent the trust relationship between profiles. The weights of the edges along with the localized data-set is used to infer whether nodes in the social network are compromised and are performing spam or malicious activities.
Introduction

Related Work:
A considerable amount of work has been done in the area of spam detection and trust based recommendation systems for social networking platforms. A brief overview of these is as follows: [15] suggests a dynamic personalized recommendation system, that is based on the trust between agents. It uses the concept of feedback centrality and overcomes some of the limitations of earlier recommendation systems that use other trust metrics. In the model suggested in [3] an agent tries to filter interactions based on the information that it gains from it's own social network. The model suggested in [3] identifies the impact of factors like preference heterogeneity of agents, network density among agents, and knowledge sparseness which are crucial factors for the performance of the model. The technique suggested in paper is however different from the earlier two works, in that it makes use of a weighted social graph[2] to view the relationship between profiles in a social networking platform . The technique suggested in [4] suggests a reputation based intrusion detection system to detect malicious and compromised nodes in a mobile ad-hoc network. Even though this work is not directly related to social networking platforms, the approach suggested in [4] is relevant to the problem of filtering malicious and spam conversations among agents in a social networking platform.
Intrusion detection, which involves trying to identify malicious and compromised nodes in a given network, is similar to the process of identifying compromised agents is a given social graph representing the way in which individuals are connected. [11] discusses some of the security issues associated with distributed computing infrastructures most of which apply to a social network as well. Approaches like the ones suggested in [7] [9][10] [12] are instrumental in not only addressing the problem of intrusion by malicious nodes in a network but are also indirectly helpful in devising similar approaches for spam and malicious agent detection in a social network.
The Social Graph:
A social graph may be defined as a graph that represents the way individual are related to each other on the internet [16] . Even though it represents the relationship between individuals it doesn't manifest in any way the trust level among individuals. Two individuals might be related but might not have a high trust level. The ability to represent the trust level in a social graph can impart a powerful tool to detect and prevent unwanted interaction. For example, if A is not related to B wants to interact. B will try to obtain relevant information from an individual C with whom B has a high trust level and based on the inputs B will decide whether to allow A to interact or not. The suggested approach attempts to derive this trust level among profiles based on previous interactions and the relationship type and represent the trust level as weights corresponding to the edges that represent the relationship between profiles.
Collaborative filtering and unwanted/malicious activity detection
In a given social networking platform, the following holds, 'If Profile A is victimized by a malicious interaction by C then the chances of profile B being victimized by profile C is high'. It is this relationship that has inspired the use of collaborative filtering [1] for the suggested approach. The suggested approach adds an additional constraint that in order for profile B to detect whether profile C is trying to initiate a malicious interaction it will only try to take recommendation from profiles which it trusts ie. profiles with high trust level.
Weighted social graph
The suggested approach views the social networking platform as a weighted social graph [2] . Each node represents a profile (an individual), an edge represents a relationship between profiles and the weight corresponding to the edge represents the trust level among profiles. Each profile has a localized dataset associated with it that holds a table with the following format:
Profile Id (say X)  <incoming activity with X> : <outgoing activity with X> The overall view of the weighted social graph can be depicted as shown in Figure 1 . 
Localized data-set and Edge weight calculation:
Corresponding to each profile, the localized data-set refers to a table with the following entries:
1) The first column represents profile Ids to which the given profile is connected ie. has a relationship.
2) The second column has entries in the following format:
Profile Id (say X)  <incoming activity with X> : <outgoing activity with X>
Incoming activity: it represents the activities which were initiated by X in which the considered profile was the destination. These interactions include activities like message sent from X to the considered profile, friend request from X to the considered profile, comments on a photo of the considered profile etc. It must be noted that the type of interaction as mentioned earlier may vary based on the social networking website considered.
Outgoing activity: it represents the activities which were initiated by the considered profile wherein profile X was the destination. These interactions include activities like message sent to X, friend request sent to X, comments on a photo of profile X etc. It must be noted that the type of interaction as mentioned earlier may vary based on the social networking website considered.
In real life interactions, the trust among individuals increases over time as the interactions among the individuals increase. These interactions are however bi-directional ie. they include interactions which are initiated by both the involved individuals. The suggested approach employs this concept to calculate the trust levels among profiles. The trust level of profile X for a connected profile Y is considered is represented by T(X, Y) and T(Y, X) vice versa.
T(X, Y) = [O(Y) /I(Y)]
In 
Collaborative filtering of interactions
For a given profile if an incoming interaction is initiated from a profile then the profile first checks if the profile is connected. If the source profile is connected then the interaction is accepted only if the trust level between the two profiles is higher than a predefined threshold and the localized data-set of each of the profiles is updated. If however the source profile is not connected then the destination profile tries to find the trust level of the source profile with a third profile with which the destination profile has a high trust level. For example if A tries to interact with B then B will accept the interaction only if the trust level between A and B is greater than a particular threshold. However if A is not connected to B then B tries to derive or infer the trust level from a third profile C such that the trust level between B and C is higher than the threshold and C is connected to A.
Conclusion:
The suggested technique thus address the issue of malicious and spam interactions among profiles in a social networking platform in an effective way by correlating the scenario with the interactions in the society. The use of the weighted social graph imparts the suggested technique the ability to not only view and understand the way individuals are connected in a social networking platform but also reflects the trust level among individuals which helps to filter out malicious and unwanted spam interactions. It must be noted that the suggested technique will be unable to prevent spam and malicious interaction if already existing legitimate profiles with high trust level are compromised. The solution to this problem is outside the scope of this work however a potential solution to this problem is the N/R one time password system suggested in [6] . The problems of passwords of legitimate profiles being disclosed by means of attacks like password guessing attacks can be addresses by the approach suggested in [8] .
